
Gold finger: Fingerprints lead 
biometric authentication
The use of fingerprint authentication on smartphones has surged. As of mid-2017, 28 per cent 
of all smartphone owners aged 16-75 used fingerprint recognition for at least one application, 
a third higher than last year. Thirty-six per cent of smartphones now incorporate a fingerprint 
reader, of which 79 per cent are used.1  A year ago, 27 per cent of smartphones had a fingerprint 
reader and 76 per cent were used, equivalent to a fifth of all smartphones.2  

Among those using fingerprint sensors on a smartphone, the most common application was to 
unlock the phone (see Figure 1). As smartphone usage frequency increases, the convenience 
of a single tap versus entering a six digit or longer password is likely to become increasingly 
beneficial. 

Figure 1. Fingerprint reader usage
Question: How do you use your fingerprint reader?
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Weighted base: All respondents aged 16-75 years who use their fingerprint-enabled phone for 
authentication, authorising mobile payments or other transactions (1,008)
Source: UK edition, Deloitte Global Mobile Consumer Survey, May-Jun 2017
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The second most common application was to log into apps, used by 44 per cent of those that 
use the fingerprint sensor. This proportion is likely to rise as smartphones are increasingly used 
to access sensitive data, such as that required for banking apps or work email. Currently 41 
per cent of smartphone owners check their bank balance at least once a week. Enterprise app 
access is likely to mandate password or fingerprint access. 

Just over a third (35 per cent) of fingerprint reader users deploy this sensor to effect 
transactions. This is equivalent to about 10 per cent of all smartphone owners, and 28 per 
cent of those with a fingerprint enabled phone. As mobile commerce grows, fingerprint 
authentication is likely to be increasingly used as an alternative to entering address and credit 
card details. We would also expect more vendors to enable fingerprint-based authentication of 
transactions within apps and from web pages. 

As of mid-2017, given that 34 per cent of all phone users browse shopping websites or apps 
weekly or more often, only a minority are using fingerprint authentication for payment or 
purchase, but those who do may have a higher propensity to purchase. Currently, checkout 
abandonment rate is markedly higher on smartphones (44.6 per cent) than on tablets (31.2 per 
cent) or laptops (29 per cent).3 Mobile commerce is already growing fast, and easy checkout 
should help its growth. In December 2016, sales via smartphones were up 47 per cent year on 
year, but still generate about a quarter of all online sales.4  

The growing base of fingerprint enabled phones may encourage usage of smartphones to make 
in-store payments. Currently only seven per cent of smartphone owners use this feature at least 
once a week. The fourth most common application was to authorise money transfers, cited by 20 
per cent of those who used their smartphone fingerprint reader. Splitting bills – such as for meals 
– is likely to be done increasingly via smartphones, rather than cash, so this application is likely to 
increase in use. 

The significant increase in usage of fingerprint recognition has not been matched – at least 
this year – by other biometric authenticators. Usage of voice, facial and iris recognition on 
smartphones remained very low as of mid-2017, with little year-on-year change (see Figure 2). 
Reported usage of voice as an authenticator remained at two per cent of smartphone users, 
with just one per cent using face or iris recognition.
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Figure 2. Methods of smartphone authentication used among 18-75 year olds, 2016-17
Question: Which, if any, of the methods listed below have you used to identify yourself when 
unlocking your phone, authorising mobile payments or other transactions? 

Note: The option 'Eye/iris recognition' was introduced in the 2017 survey
Weighted base (2016/2017): All smartphone owners aged 18-75 years (3,251/3,393)
Source: UK edition, Deloitte Global Mobile Consumer Survey, May-Jun 2016, May-Jun 2017

Why are other forms of biometric authentication seeing such low levels of usage? Voice 
recognition may not work when used in a noisy area and may be distracting when used in the 
company of friends or colleagues. Facial recognition may require similar lighting conditions 
to those in which the reference images were taken; if not, false negatives are likely and false 
positives are possible. Iris recognition may require additional sensors to be added to the phone, 
increasing the cost.5  

A further constraint on usage is how common (or un-common) the native readers for such 
authentication mechanisms are. Fingerprint authentication’s success has been driven by the 
deployment of these technologies by the biggest mobile handset vendors. Another challenge 
is that some potential customers, such as banks, do not yet regard other biometric inputs as 
mature enough for their apps.
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Overall, the proportion of smartphone owners using some form of authentication, including 
a PIN or password, increased to 76 per cent, a six percentage point year-on-year increase. 
We would expect this proportion to rise over time, as the smartphone is used to handle an 
increasingly diverse range of applications, which could include tax returns or voting, and as 
such would require strong authentication. A major constraint on faster adoption of biometric 
authentication on smartphones is likely to be the fear of fraudulent usage. These worries may be 
fuelled by reporting of biometric sensors being spoofed, with the trickery undertaken by expert 
teams, often using specialist equipment.

For example, certain models of smartphone fingerprint reader have been spoofed, using 
an inkjet printer. This may suggest that anyone with a domestic printer could undertake the 
same hack. But it would also require the printer to be equipped with conductive silver ink and 
specialist paper.6  The ink and the paper cost $350 (£272).7  The inkjet printer used cost $400 
(£311). The victim’s fingerprint would need to be scanned, and various prints using different 
contrast levels would be required to try and break into the phone. It may also help to have  
a specialist team – in this case at Michigan State University. 

Voice patterns are being used for authentication. One of the applications is for banking.  
This has been spoofed; in one experiment access to one customer’s bank account was granted 
to another person. However, the other person was the customer’s twin, and the system was only 
fooled on the eighth attempt. 8 
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1.  Source: UK edition, Deloitte Global Mobile Consumer Survey, May-Jun 2017; Weighted 
base: All smartphone owners aged 18-75 years (3,393)

2.  Source: UK edition, Deloitte Global Mobile Consumer Survey, May-Jun 2016; Weighted 
base: All smartphone owners aged 18-75 years (3,251)
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